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 Threat statistics:

▪ Processed 231M emails August 1-31

▪ 92.2% of email in August contained some form of malware/SPAM

▪ 350 viruses blocked at the border

▪ 120 compromised accounts just in Aug.

▪ Projecting 500+ in 2017 (currently  @ 341)

▪ 241 incidents in all of 2016

▪ 115 incidents in all of 2015

▪ Credit card fraud will cost Americans $16B in 2017 (per CNBC)

 Equifax breach – unpatched web server
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CYBER SECURITY RISKS TO AUBURN 



▪ 2-Factors (2FA) Security Roll-out

▪ Clean-up Old Data

▪ Continue scanning and threat monitoring

▪ Implemented automated patching tools for IT staff

▪ Education and Awareness Campaigns – Phishing, Equifax 

Auburn Cyber Security Center

11/12/2024 Auburn Information Technology Cyber Security Update 3

SOLUTIONS TO THESE RISKS

https://sites.auburn.edu/admin/oit/CyberSecurityCenter/Pages/CSHome.aspx


 June 27  –  [To:  Ditmc] Tr ain ing  Me ss age –  Compromise d Crede nt ia ls

 June 30  –  [To:  IT Prov iders ]  2 -Fac to r  (D uo) R eg ist ra t ion  Lis ts &  Support  D oc s

 Augus t  11  –  [To:  IT Prov iders ]  Lis t  o f  use rs no t  Duo  re gis tere d

 Augus t  25 –[To:  Cam pus  Le aders hip ]  Data  Cle an-up Proje ct

 Augus t  15 –  [To:  Provost  Fa l l  Le aders hip  Te am] Gene ral  Se curi ty  U pdate

 Augus t  21 –  [To:  S tuden ts]  –  Ph ish ing  In fo rm at ion

 Sep t  13  –  [To:  IT Prov iders ]  Se nd ing me ssa ges about  Duo enro l lme nt

 Sep t  13  –  [To:  IT Prov iders ]  U pgra de s ( inc lude s “ 2 -Fac to r Au the n t ica t ion”)

 Sep t  13  –  [To:  (Ta rge ted) Employe es no t  r eg iste red] D uo  Se curi ty  e nro l lmen t  

 Sep t  13  –  [A uburn Ne ws] DUO  se curi ty /2 -Fac to r  a uthen t ic at ion expanding

 Sep t  13  –  [A uburn Ne ws A rt icle ]  Equ ifax  D ata  Bre ac h In for ma tion

 Sep t  13  –  [To:  Campus ] O IT homepage –  Cyber Se curi ty  Ce n tral  Link
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MORE INFORMATION 
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